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ABSTRACT

In this paper, we propose a novel approach for face spoof-
ing detection using the high-order Local Derivative Pattern
from Three Orthogonal Planes (LDP-TOP). The proposed
method is not only simple to derive and implement, but also
highly efficient, since it takes into account both spatial and
temporal information in different directions of subtle face
movements. According to experimental results, the proposed
approach outperforms state-of-the-art methods on three ref-
erence datasets, namely Idiap REPLAY-ATTACK, CASIA-
FASD, and MSU MFSD. Moreover, it requires only 25 video
frames from each video, i.e., only one second, and thus po-
tentially can be performed in real time even on low-cost
devices.

Index Terms— Face Anti-Spoofing, Local Derivative
Pattern, Video Forensics

1. INTRODUCTION

Face recognition is one of the most commonly used tech-
niques in applications of biometrics, e.g. access control, law
enforcement, multimedia communication, human-computer
interaction. Like other biometric modalities, however, a face
recognition system can be attacked easily and at very low cost
by two common attacks, namely print attack and replay at-
tack. In print attacks, face spoofing is carried out by present-
ing a printed photo to a camera. In replay attacks, on the other
hand, the attackers replay a previously recorded face image or
video of a targeted user in order to spoof the biometric system.
As attackers only need to acquire a printed photo or a video
of the authorized user’s face, with current technologies these
types of attack can be carried out easily in both remote and
logical access control systems protected by a face recognition
system.

The literature presents a series of techniques for detect-
ing face spoofing, which can be grouped into following cat-
egories. Cue-based methods: focusing on printed photo at-
tacks. These methods capture important clues connected with
vitality, such as eye blink [1], mouth movement [2] and head
rotation [3]. However, it takes relatively long time to accumu-
late stable vitality features for face spoof detection. Addition-
ally, these methods can be confused by other types of motion,
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e.g., background motion irrelevant to the facial aliveness or
replayed motion in the attacked videos. Data-driven-based
methods: exploited to detect both types of attack. These
methods tend to use generic image-processing and computer
vision algorithms, where they exploit mainly the motion in-
formation, like optical flow [4] or dynamic mode decompo-
sition (DMD) [5], or texture information, like Local Binary
Pattern (LBP) [6] or LBP-TOP [7]. However, they can be
overfitted to one particular illumination and imagery condi-
tions and hence do not generalize well to databases collected
under different conditions. Recently, the closely related prob-
lem of discrimination between computer generated and natu-
ral human faces have been investigated by exploiting the dif-
ferences in face geometry evolution [8], face dynamics [9],
patterns in expressions [10], or tiny fluctuations in the appear-
ance of a face [11]. Other methods exploit different sources
with respect to 2D intensity image, such as 3D depth [12],
IR image [13], and voice [14]. Nevertheless, these methods
requires extra information, thus they have a narrower applica-
tion range.

In this paper, we propose a data-driven-based method
that exploits the high-order Local Derivative Pattern from
Three Orthogonal Planes (LDP-TOP). The key innovation
introduced here is the exploitation of the facial dynamic
information in both space and time domain in different di-
rections, capturing the subtle movements on the face. This
approach not only improves the performance of the previous
methods exploiting binary pattern, e.g. LBP-TOP [7], but also
outperforms other state-of-the-art methods on most common
datasets. Moreover, it requires only 25 frames, approximately
a second, from each video, and potentially can be performed
in real time even on low-cost devices.

The rest of this paper is organized as follows: Section 2
presents the proposed framework and describes in detail the
processing steps of the LDP-TOP histograms extraction and
concatenation. In Section 3 we depict the extensive experi-
mental analysis, while some concluding remarks are drawn in
Section 4.

2. THE PROPOSED METHOD

Early work for detecting face spoofing based on LBP, e.g.,
[6, 15], shown that real faces contain different texture pat-
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Fig. 1. Schema of the proposed method.

terns in comparison with fake ones. These techniques, how-
ever, analyze single frames, not considering the relationship
of frames over time. In face spoofing attacks, the real faces
are captured and replayed in front of the camera. Hence, tex-
ture analysis is a powerful technique to discriminate the face
on the real world and the one on planar objects. Motion anal-
ysis is also significantly important for face spoofing detection
and in combination with texture analysis can generate a pow-
erful countermeasure. The attempt to extend LBP to image
sequences, the so-called LBP-TOP, explored the spatial and
temporal information in face spoofing detection [7]. Besides
LBP, Local Derivative Pattern (LDP) [16] has been proposed
as higher-order local binary descriptor and proved to have bet-
ter performance in face recognition in comparison with LBP.
Different from LBP, which encodes the relationship between
the central point and its neighbors, the LDP templates extract
higher-order local information by encoding various distinc-
tive spatial relationships contained in a given local region,
thus highlighting subtle changes on the face. Inspired from
these work, we propose to extend LDP to a dynamic texture
descriptor, thus exploiting the higher-order LDP from Three
Orthogonal Planes, named LDP-TOP, to detect face spoofing
attacks.

The proposed method contains three main steps (summa-
rized in Fig. 1). In the first step (face detection and normal-
ization), each video frame is gray-scaled and passed through
a face detector. The detected faces are then geometrically
normalized. In the second step (LDP-TOP histograms ex-
traction), LDP operators [16] are applied on three orthogonal
planes intersecting at the center of the XY, XT', and YT di-
rection, where T is the time axis (the frame sequence), and
then the extracted histograms are concatenated. Finally, in
the last step (classification), Support Vector Machine (SVM)
is applied to classify the extracted histograms and determine
if the video input is spoofed or not.

For face detection and normalization, we first apply
Viola-Jones method [17] to detect the face and keep the
face bounding box stable over frames in order to capture
subtle face moments properly. The extracted faces are then
normalized and scaled to the resolution of A X w.
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LDP-TOP histograms extraction is then applied on all
normalized faces. Given a face region, the first-order deriva-
tive along a direction « is denoted as I,,. In this method, we
consider a € {0°,45°,90°,135°}. Let Z; be a point on the
image I(Z), and Z;, i = 1,--- , 8 be the neighboring points
around Zj (see Fig. 2). The four first-order derivatives at
Z = Zg can be written as:

Lye (Zo) = 1(Zo) — 1(Zs)  1y5o(Zo) = 1(Zo) — 1(Z5)

Iogo (Zo) = 1(Zo) — I1(Z2)  Iy350(Z0) = 1(Zo) — 1(Z1)
Generally, the n'*-order directional LDP, LDP2(Zy), in di-
rection v at Z = Z is defined as:

LDP™(Zy) = {f(I""N(Zo), I" (1),
LN (Z0), 18 (Z2),
c FINZ0), 1IN (Zs)) (D)

where I"~1(Zy) is the (n — 1)*"-order derivative in direction
aat Z = Zy,and f(In"1(Zy), I"~1(Z;)) is defined as

FU N Z0), I (2Zy)) =

0, ifI"1(Z) -1""Y(Zy) >0

L i IN(Z) - I (Ze) < 0

Eq. (1) encodes (n — 1)"-order gradient transitions, re-
sulting in the n!”-order binary pattern on the local region.
Given the binary patterns, we represent them in terms of 4
histograms, each describing a specific direction. This way,
the final image histogram contains 4 x 28 bins.

We extract LDP histograms not only from the image
plane, but also over time, i.e., taking into account also motion
information, which can be observed from 73, chronological-
order frames under different time resolutions R. In our
approach, the time window size T, is considered as the
number of frames being counted, while the time resolution R

) Z:172378 (2)



is defined as the temporal distance of considered frames. Sup-
pose that f; is the current frame, the next frame being counted
will be f; where R = j — 4. In the case of multi-resolution,
we denote R = [1, 7], the histograms where R = 1,2,...,r
are concatenated to form the final histogram. After this step,
each input video is represented as a concatenated histogram
of 3 x 4 x 28 = 3072 bins in case of single time resolu-
tion, while the number of bins is 7 x 3 x 4 x 28 in case of
multi-resolution.

Finally, in Classification step, we apply SVM using Lib-
SVM [18] with the Histogram Intersection Kernel [19] to
classify the videos spoofed or not.

3. EXPERIMENTS

In this section, we report the experimental validation carried
out in order to demonstrate how selected parameters affect the
performance of LDP-TOP and to compare the effectiveness of
the proposed method with respect to the state-of-the-art.

To have good comparisons, we performed our experi-
ments on three common datasets: Idiap REPLAY-ATTACK
[6], CASIA-FASD [20] and MSU MFSD [21]'. The Idiap
contains 1200 short videos in total, including three types of
attacks: print (the operator presents printed photos in front of
the carmera), mobile (digital photos or videos are displayed
through iPhone screen), and highdef (high resolution photos
or videos are displayed on iPad screen). The CASIA con-
sists of 600 videos describing more complex attacks: warped
photo attack (the operator attempts to warp the high quality
photo and simulate the real face), cut photo attack (the op-
erator hides behind and simulates eye blinking through the
cut-out part of the photo), and video attack (high resolution
videos are replayed on iPad). In CASIA, the subset includ-
ing only high-quality videos is denoted as CASIAy. MSU
dataset provides publicly 280 videos of photo and video at-
tack attempts to 35 subjects, including printed photo (the face
is printed on A3 paper and presented in front of the cam-
era) and video replay (the video is previously captured and
replayed on Ipad and Iphone screen).

In the performance measurement, we report statistics in
terms of Equal Error Rate (FER), Half Total Error Rate
(HTER), and True Positive Rate (T'PR). The term EER is
defined as the value on the Detection Error Trade-off (DET)
curve - plotting False Acceptance Rate (F'AR) on the x-axis
and False Acceptance Rate (F'RR) on the y-axis - where
FAR and FRR are equal. EER can be used to give a
threshold-independent performance measurement. HTER,
on the other hand, can be applied as threshold-dependent
performance measurement, and is defined as the average of
FRR and FAR. More details about these measurements can
be found in [22].

!For simplicity, the Idiap REPLAY-ATTACK, CASIA-FASD and MSU
MFSD dataset are referred as the Idiap, CASIA and MSU, respectively as in
the rest of this paper.
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Face locations are provided in the MSU and Idiap datasets.
For CASIA, we used CAMShift package from Matlab Tool-
box, which is based on Viola-Jone algorithm [17] and Con-
tinuously Adaptive Mean Shift (CAMShift) [23], to detect
face locations since they were not provided. All experiments
were performed on a PC with CPU Intel Core i5 - 2.5 GHz,
Ram 8 GB DDR3 with Matlab 2015b installed. The Matlab
code of the proposed method can be obtained via http:
//mmlab.disi.unitn.it/codes/LDP-TOP/.

In the first experiment, we observed the effectiveness of
the second-order, third-order, and fourth-order LDP-TOP un-
der different time window sizes T.,s. Fig. 3 (a) represents
the behavior of the second-order, third-order, and fourth-order
LDP-TOP on the challenging dataset CASIA. It can be seen
that LDP-TOP (7,,s > 1) significantly outperformed normal
LDP (Ti,s = 1). This result confirmed the important role of
the temporal information in countering face spoofing attacks.
Moreover, the performance increased gradually with the time
window size. As mentioned in [16], high-order derivative
descriptors not only capture more detailed information but
also noise presented in an image. This fact has been verified
clearly in Fig. 3, in which the third-order LDP-TOP resulted
in best detection ability while the higher-order (herein is the
fourth-order) LDP-TOP performed less efficiently. Next, we
observed the behavior of the second-order, third-order, and
fourth-order LDP-TOP by varying the time resolution while
keeping the time window size constant, where T',,; = 25. The
reason of choosing T,s; = 25 is that the experimental videos
are not sufficient in length (some CASIA videos last around
2 seconds). The performance of multi-resolution LDP-TOP
where R = [1,r] is generally higher than the case of single
resolution where R = r. Best results were recorded with
R =1, 3] on the CASIA, see Fig. 3 (b).

A second set of experiments was run to compare the pro-
posed method with state-of-the-art approaches in two con-
texts: intra-dataset, where the training and testing sets are
taken from the same dataset, and cross-dataset, where the
training and testing sets are taken from different datasets. In
intra-dataset test, we followed the evaluation protocol defined
on the Idiap where the decision threshold ¢ is selected on
EER on the development set. Since the development set is
not defined in CASIA and MSU, we applied a k-fold cross-
validation with k¥ = 5 and reported the average statistics over
5 iterations, as in previous work [5, 6, 7]. We compared best
results of our approach (obtained at To,s = 25, R = [1, 3],
h = w = 64 on the Idiap, and h = w = 128 on the CASIA,
CASIA g and MSU) with the best results of the two methods
exploiting binary pattern: LBP [6] and LBP-TOP [7]. Fur-
thermore, we also compared our work with the two recent
work: DMD+LBP [5], and IDA [21]. Shown in Table 1 and
2 are the results measured in terms of HT ER and EE R, re-
spectively. According to these results, the proposed method
outperforms all other approaches on all datasets. It is worth
noticing that for a fair comparison, we took into consideration
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Fig. 3. Performance of the 2"?_order, 3"%-order, and 4*"-order LDP-TOP on the CASIA under different time window sizes (a)

and different time resolutions (b).

Table 1. Intra-dataset performance comparison of the pro-
posed LDP-TOP with SoA methods in terms of HT ER(%).

| Method | Idiap | CASIA | MSU | CASIA.|
LBP [6] 1516 | 1817 | — -
LBP-TOP[7] | 7.60 | 2071 | — -
DMD+LBP[5] | 3.75 | 21.75 | — -
IDA [21] 7.41 - - -
LDP-TOP | 175 | 956 | 7.70 | 5.13

Table 2. Intra-dataset performance comparison of the pro-
posed LDP-TOP with SoA methods in terms of EER(%).

| Method | Idiap | CASIA | MSU | CASIA.|
IDA [21] - — [ 858 [ 129
LDP-TOP | 250 | 894 | 654 | 7.45

only methods focusing on the region of the face, thus we dis-
carded the case where the method in [5] was applied on the
entire frame.

In cross-dataset test, we followed the cross-dataset testing
protocol proposed in [21] by analyzing Idiap versus MSU,
and CASIAp versus MSU. The final result is the average
of TPR collected in each iteration of 4-fold validation at
EFER = 0.1. Only the print-attack videos, as suggested in
[21], were selected in this experiment. Table 3 reveals that the
proposed method performed generally better than the meth-
ods using the combined texture features Gabor+HOG+LBP
[15] and DoG+LBP [24] which were reported by [21], and
less than IDA [21] in cross-dataset test. This can be ex-
plained as LDP-TOP is still a data-driven-based method, thus
it should be combined with other information to be general-
ized on cross datasets. However, in the context of practical
authentication systems, the real clients’ faces are previously
captured and learnt by the system, hence the advantage of the
proposed method is undeniable in detecting face spoofing.

Table 3. Cross-dataset performance in terms of TPR(%) at
FAR = 0.1. The name in each column denotes the name of
the training dataset followed by the testing one.

Method Idiap- | MSU - | CASIAy| MSU -
MSU | Idiap | -MSU | CASIAy
Gabor+HOG+ | 24.70 | 23.80 3.0 6.9
LBP [15]
DoG+LBP [24] | 15.10 | 48.80 | 10.6 4.1
IDA [21] 61.10 | 69.10 | 26.9 9.1
LDP-TOP 33.12 | 45.12 | 11.88 | 5.83

Beside the accuracy, the computational cost of anti-
spoofing techniques is also important. The approach in [21]
requires the whole frame sequence and the average process-
ing time of 0.26 second per frame, then for instance, the
total processing time is 0.26 x 5 x 25 = 32.5 seconds for
a 5-second-length video (= 25 frames per second). In con-
trast, the proposed method only requires ~ 25 frames per
video, and the total average processing time is respectively
1.5, 3, and 4.5 seconds with R = 1, [1, 2], [1, 3] for a video of
arbitrary length.

4. CONCLUSIONS

We proposed a novel approach for face spoofing detection
using the high-order Local Derivative Pattern from Three
Orthogonal Planes. This method outperformed state-of-the-
art work on the three common datasets in face spoofing:
Idiap, CASIA, and MSU. It is also simple and computation-
ally efficient, thus being suitable for real time processing
and low-cost devices. Although the proposed method can
be applied in cross datasets, future extension will exploit
additional features to overcome the overfitting problem of
data-driven-based methods.
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